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Objectives:

The objectives of CS-COE are as follows:

» Organize awareness programs and train manpower

for capacity building.

> To develop content and offer Short- Term Courses for the
Industry, Government, and Academia.

> To explore innovative approaches for growing a capable,
next-generation cyber workforce.

> Accelerating the transition of successful cyber security
research into practice and useful products and services.




Team Members:

Designation Mobile
Number

Dr. Brijesh Kumar Professor, MCA Dept. +91-9958598789 brijesh.gupta@miet.ac.in
Gupta SPOC-CS

Dr. Satish Kumar Associate Professor, +91-9993960233 hodmca@miet.ac.in
Soni Head MCA Dept.

Mr. Shailendra Assistant Professor, +91-8800228325 shailendra.singh@miet.ac.
Singh CSE Dept. in




Cyber Security Lab.-205, Shroff Block, 2nd Floor

Inventory of Equipments:

Computers: 30 Units, each with a Monitor

Hardware Configuration: Lenovo with Intel Core i5,
8GB DDR3 RAM,
500GB SATA HDD
Keyboard & Mouse
Display: 18.5" LED Monitor
Network Switch: 3 Units, each a 24 Port Giga switch
with a 9U RACK




Contd.

Operating Systems:

CCTV Cameras:
Projector:
Internet:

Windows 10 on 15 systems
with Wireshark & MS Office
Kali Linux on 15 Systems

2 Units, 2MP IP Camera
Panasonic PT-LB78
Available
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Roadmap



Stake Holders:

. MIET & Management

. CoE-CS

. Students

. Faculty ( MIET Gp. of Institutes)

. Various Depts., Gol (DST, MeitY, MHA ....), AICTE

. *Institutes (Universities, UPCST, lITs, NASSCOM, DSCI,
C-DAC, ....)

. *Industries

. Others

1
2
3
4
5]
6
7
8




Collaborations with Industry & Training Institute

1. Industry - Uniconverge Technologies Pvt. Ltd.,
Sector-62, Noida

2. Visiting Faculty: Central Detective Training Institute
(CDTI), Ministry of Home Affairs, Govt. of India




MoU Between MIET, Meerut & Uniconverge Technologies P. Ltd., Noida
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miet

Meerut Institute of Engineering and Technology, Meerut
Record of Activities / Events # Name of Club / Society (Dept)

Date of Conduct

Title of Activity ( Lecture Session ( Workshop
erc.)

YVenue & Institute
Name

Remarks

| 25% August. 2023

Lecture Session Omn: Securing Cvber Space: Cyber
Security & Data Science

Audi 4. MIET, Meerut

Session was conducted for B.Tech
CSE ( Data Science, AL ML &
19T ) Students

15% Sept.. 2023

Workshop Session's on: Cyber Attacks &
Preventive Measures

Lab A-303, CSE Dept |
MIET, Meerut

Worksshop  was conducted for
B.Tech. CSE Smdents & Faculty

30T Nov., 202

Lecture Session on: Cwvber Security: Challenges
& Opportunities

Anditorium, NIT,
Meerut

Session was conducted for B Tech.
IInd Stmudents for All Branches

Lecture Session Omn: JgT & Entreprensurship

Audi 4, MIET, Meerut

Session was conducted for B Tech
CSE - IpT Students & Faculty
during IoT Club Foundation

21 Dec., 2023

Lecture Session's On:
1. AT & Cyber Crime Investigation
2. Omline & Cashless Transactions Frauds

CDTI, EPRD
Ghaziabad - 201 002

Sessions were conducted for 30
Police Officers from All Over
India during Cyber Crime
Awareness Course

08% Feb., 2024

Lecture Session's On:
3. Al & Cyber Crime Investigation
4 Omiine & Cashiess Transactions Frauds

CDTI, EPRD
Ghaziabad - 201 02

Sessions were conducted for 30
Police Officers from All Crver
India during Cyvher Crime
Awareness Course

] 26% Nowv., 2023 —
178 Dec., 2023

Webinar Series on: 3G-6G Talks

Virtual Mode

This webinar series was a mega
event Organized by IIT —

CGurwahati in collaboration with
Industries & Technical Instimites

12— 13% Feb.,
2024

Workshop on Cyber Security

2 Days workshop was conducted
for MIET Faculty




Session on Cyber Security: Challenges & Opportunities @ MIT, Meerut
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DEPARTMENT OF CoMPUTER SC. & ENGINEERING
SERSITIZATION PROGRAM ON:

CYBER SECURITY:

CHALLENGES & OPPORTUNITIES

Date / Tima: 30™ Mov, 2023
@330 AM. Onwards

|
a' Prot. (Dr.) rijosh Kr. Gugta
' Dept. CSE | MCA

f ."'

MIET, Moot

__Meerut Institute of Technology, Meerut

Date: 30th Nov., 2023

= MITS

Inaugural Address by Weerut Institute of Technology
Prof. (Dr.) Somendra Shukla, e o P b ot
Director ( Engg.) , MIT, Meerut (L) ;

CVBEFI SECUHITV
Close Interaction with students |[Riebbiatb Al

during delivery of Session Pt;_,;d;?;
( Below) s

: Facwity Costenator
— . Prol. (Dn.) Brieshkr. Mr. Ayush Singhal




Session for All India Police Officers @CDTI, Gzd.
Dated: 8" Feb., 2024
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Cyber Security Workshop @ CoE- Cyber Security, Schroff Block
Day-1, Date: 12th Feb., 2024




Cyber Security Workshop @ CoE- Cyber Security, Schroff Block
Day-2, Date: 13th Feb., 2024




Cyber Security Workshop @ CoE- Cyber Security, Schroff Block
Day-1, Date: 28th March, 2024




Cyber Security Workshop @ CoE- Cyber Security, Schroff Block
Day-2, Date: 29t March, 2024




Cyber Security Workshop @ CoE- Cyber Security, Schroff Block
Day-3, Date: 30t March, 2024




Cyber Security Workshop @ CoE- Cyber Security, Schroff Block
Date: 18th May, 2024




miet

Meerut Institute of Engineering and Technology, Meerut

Date of Title of Proposal Institute’s Name Remarks
submission

| 14% Angust, Internet of Things and Smart Applications MIET, Meerut | AICTE- ATAL FDP
223 (25.12.2023 — 30.12. 2023
| 16 August, Intermet of Things and Cyber Security MIT & MIET, | AICTE- ATAL FDP
2023 (18.01.2024 — 13.01.2024) Meerut
| 5% Sept., 2023 Destgn of an JoT based Hydroponic Growing Prototype MIET, Meerut | ITT- Eppar Tech. Innovation
Svstem with Aerator, Temp.. & Water Level Foundation { AWaDH)

4| 172 Dec., 2023 Securing Health Care 3.0 from Intrusion Attacks using | IPEC Ghazigbad | IIT- Kanpur B & D Cohort 111
Advanced Machine Learming Technigues & MIET, Meerut

| Jam., 2024 Securing Health care 5 (0 using Explainable AT for IPEC Ghaziabad | Meiry
Intrusion Detection in Cyber Physical Madical System & MIET, Meerut




Institutes’ Associated Faculty

. MIET, Meerut

. IPEC, Ghaziabad
. MIT, Meerut

. MIET - Kumaon




A Journey with Students Projects:

1.To promote research inclination among students in technical education

2. Opportunities to the faculty by sharing their knowledge, experiences, innovations
3. To provide hands-on experience in respective field

4.To Learn valuable skills for professional life and career

5. Opportunity to discover new knowledge

6. Publication of Project Work

7. To develop proto — type product as an outcome of project

8. Going for an IPR

9. To develop entrepreneurial skills

10. Multidisciplinary Project/s




Li§t of Projects:

Cybersecurity”Awareness Training Platform
> Secure Web Application Development
> Penetration Testing and Vulnerability Assessment
> Incident Response Plan Development
> loT Security Assessment
> Mobile App Security Assessment
> Blockchain-Based Voting System

> Cybersecurity Risk Assessment

> Network Protocol Analysis

> Security Information and Event Management (SIEM) Integration

> Password Manager with Multi-Factor Authentication (MFA)

> Cybersecurity Policy Framework

> Deepfake Detection Framework for Social Media

> Social Engineering: Understanding and Mitigating Human-Based Attacks

> Many More




Resources Development:

a. Capacity Building through Capabilities Building

1. Internal Faculty Development Programs
2. Organizing Workshop/s, Conferences, Hackathons etc.

b. Infrastructure Development:

Through Funding Exploration from Various Depts./ Agencies

c. Inviting Experts in the the domain to Join Hands in our
progressive journey




Exploration In Future :

> B.Tech in Cyber Security
(B.Tech. — Hons Prgm already started, AKTU)

> M.Tech. in Cyber Security

> Doctoral Programs




Awards



Best Cyber Security Start-Up @ MIET, Meerut
Mr. Prashant Verma, Best Tech. Innovation Startup Awardee @ MIET,
Meerut Incubation Center
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Letter of Appreciation, CDTI, Ghaziabad
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Media Coverage




Coverage for 5G- 6G Technology: MIET As Co - Organizer
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Thank You



